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Why You Should Maintain Your  
Website Like You Do Your IT Network
By Karen Nardozza, Moxxy Marketing

ONLINE

W
ebsites used to be hard-coded or 
programmed to feature mostly 
unchanging content, including 

text, graphics, photos, videos and docu-
ments. If you wanted to feature a new prod-
uct, make an announcement, change pricing, 
or make any modification whatsoever, you 
would either need to know how to access 
your website’s code and edit it, or hire a web 
programmer to do so for you.

Now, content management systems 
(CMS)—such as WordPress, Joomla, Drupal 
and Magento—have gained substantial pop-
ularity because they allow website owners to 
make changes to their sites without needing 
to know how to do any programming at all. 
Through a password-protected administra-
tive portal, it’s easy to access and modify 
many formerly static content areas to keep a 
website dynamic and fresh. 

HowisWebMaintenance

DifferentfromWebUpdates?

Moxxy utilizes CMS technology in more than 
95 percent of the websites we design and 
develop. We’re huge proponents of putting 
the power of marketing and communication 
into our clients’ hands. And we’re also 
huge proponents of keeping those sites 
maintained—and that’s the crux of  
this article.

Maintenance is not the same as keeping 
content updated. Keeping content current is 
important, but web maintenance is critical, 
especially if your business depends on its 
website for sales or core operations. 

Web maintenance consists of regular 
monitoring and proactive attention 
to a website’s hosting environment, 
programming, CMS version, add-on software 
(such as plugins and widgets), performance, 

We recommend finding a 
web maintenance service 
provider that meets your 
organization’s website and 
budget needs, or making 
sure your internal resource 
is handling all aspects 
of comprehensive web 
maintenance.
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security and backups. 

ACMSisLikeanOperatingSystem—

AndWhyYouShouldCare

The best explanation we’ve come up with at 
Moxxy to explain why CMS-based websites 
need to be maintained is to compare them 
to operating systems. You may have noticed 
each time Microsoft updates Windows, 
Google updates Android and Apple updates 
iOS—their operating systems—devices all 
over the world are either updated to the 
latest version automatically (if a user’s 
preferences are set to allow this), or receive 
notice that a new update is available and 
recommended for installation. 

Operating system updates often add 
desirable features, help devices perform 
better or fix security vulnerabilities. It’s 
important to realize choosing not to do the 
updates could result in serious, negative, 
expensive and irreversible impact on the 
functionality and security of the devices they 
control, as well as on the entire networks 
to which they are connected via wired 
connection or wifi. 

When an operating system is updated, 
most of the software that relies on it to 
function must also be updated. This is 
why software such as Adobe Acrobat, Java 
and Outlook will require updating after 
Windows updates have been made, and why 
you need to update your iPad and iPhone 
applications (apps) when Apple updates its 
iOS. If you don’t allow both the software 
and the operating system updates to occur, 
performance, functionality and security will 
be compromised.

And that brings us back to why it’s critical 
to maintain CMS-based websites. A CMS 
is, for all intents and purposes, a website 
operating system. And when Wordpress or 
Joomla or Drupal make an update available 
it’s often to add important functionality 
enhancements or address security 
vulnerabilities discovered in their systems—

and it’s almost always in your best interest to 
have that update installed.

MaintenanceHelpsKeepa

CMS-BasedWebsiteSecure

Keeping your website’s CMS updated 
helps fortify its security by patching 
vulnerability issues, but we recommend 
taking security a step further with 
monitoring service to identify, prevent and 
remediate malicious activity, malware and 
blacklist issues. 

Website hacking is extremely common 
and hackers are devious and persistent—but 
that’s a topic for another article. For one of 
Moxxy’s larger corporate client’s websites, 
with our web maintenance plan in place 
we thwarted more than 70 malicious hack 
attempts in September. For a very small 
nonprofit association website, we prevented 
more than 50 hack attempts in October. So 
it doesn’t matter if your business is large or 
small, international or local, all websites are 
being targeted by hackers. 

Recently, although it was considerably out 
of date, another client that’s not on a web 
maintenance plan opted to forgo having 
their CMS updated. Several weeks later the 
third-party web hosting company gave them 
notice: if they did not update the CMS to the 
latest version the hosting company would 
delete the web files from their server because 
the outdated CMS was posing a security 
risk to all the other websites on that shared 
server. Deleting the web files would remove 
the website from existence, so the client 
did decide to go ahead and have the CMS 
updated after all. 

MaintenanceAddressesMinorIssues

BeforeTheyBecomeMajorProblems

In the example above, because their CMS 
was significantly older than recommended, 
the one-time version update took longer 
and cost more than if the site had been 
maintained all along. 

When an outdated CMS needs to be 
updated across multiple versions, the 
plugins, widgets and add-ons (software) 
that control the site’s layout, design and 
functionality also need to be updated 
across multiple versions. This increases 

CMSGrowthandPopularity

Today, of the top 10 million 

websites worldwide (ranked by 

traffic), 38 percent utilize a CMS. 

This is up from 24 percent in 2011 

and 30 percent in 2012. Of these 

3.8 million CMS-based websites, 

61 percent use WordPress, 8 

percent use Joomla, 5 percent 

use Drupal, less than 3 percent 

use Magento, and fewer than 

1 percent use others. (Source: 

W3Techs). 

We expect the adoption of CMSs 

to continue at this pace or faster, 

because whether they do the 

work in-house or hire it out, CMS-

based websites have enabled 

businesses large and small, as 

well as government agencies, 

nonprofits and individuals, to 

update their websites much more 

frequently and cost effectively 

than they had previously been 

able to. This is a benefit for many 

reasons: better communication, 

more timely announcements, 

increased sales, reduced 

website costs, more reasons 

for visitors to return and see 

new information, and improved 

search engine optimization, just 

to name a few.

Well-known companies with 

websites built on WordPress 

include NASA, Forbes, Best Buy, 

Harvard Business Review, Sony 

Music, TechCrunch, The New 

York Times, Van Heusen and 

Reuters. (Source: WordPress).

Keeping your website’s 
CMS updated helps fortify 
its security by patching 
vulnerability issues.
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the likelihood incompatibility issues 
will arise during the update process, 
causing additional time and expense in 
troubleshooting, finding and installing new 
software if necessary, beta testing the new 
software, and restoring the site to the site 
owner’s expectations.

MaintenanceSavesTime,

MoneyandWastedEffort

In another example, a client opted to handle 
keeping their WordPress CMS updated by an 
employee who was tech-savvy and wanted 
to help the company save money. Great idea, 
but when that employee left the company 
no other employee took over his web 
maintenance duties and the CMS became 
outdated and vulnerable. Hackers took the 
site down and Moxxy got a panicked phone 
call requesting help to bring the site back 
online. 

But this story isn’t just about the security 
breach: not only had hackers taken control 
of the site and infiltrated the web server, the 
company hadn’t been saving any backups of 
the site. So, although with considerable time 
and effort Moxxy was able to secure the site 
and get it back online, we were only able to 
restore an outdated version of the site’s files 
from long ago. All the content updates and 
changes the client had made were lost.

Their site was offline for more than a week, 
the cost for emergency web support resulted 
in a hefty bill, and after the site was back 
online they needed to redo all the content 
changes they had already made before. This 
client is now on a web maintenance plan that 
provides weekly backups, ongoing security 
monitoring and continual, proactive CMS 
and system updates, costing less annually 
than the emergency services needed to fortify 
and restore the hacked site one time.

Recommendation

We recommend finding a web maintenance 
service provider that meets your 
organization’s website and budget needs, 
or making sure your internal resource is 
handling all aspects of comprehensive web 
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maintenance, at minimum: security, CMS 
and all related software updates, plus 
backups. You may even want to include 
maintenance reporting, performance scans, 
and if your website is critical to your 
business operations, 24/7 monitoring and 
troubleshooting.

There are many options and resources 
available for implementing complete 
and comprehensive CMS-based website 
maintenance. The worldwide network 
of professional web developers—both 
companies and freelancers with expertise in 
the top CMSs and web security—is another 
good reason to choose a CMS-based website 
in the first place. An abundance of good, 
reliable resources exist to choose from to 
keep your website operating smoothly, 
reliably and securely. CG
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